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Keeping your child safe online

?P\H’:R SCHOOLS

PARTNERSHIP (







== Cheshire
=¥ Constabulary
e ] L-'-'-'H-'ﬁ'-ﬁ'-‘-'-'m-"ih

Set boundaries




No internet
connectable
devices in the

bedroom -.
(bathroom/toilet) gl
especially at 2 =

night.






Greg O Ceallaigh

@gregocealiaigh

The 6 year old flatly refused to
believe that we used to navigate
using maps made out of paper.
*You mean like pirates?!?!777?”

11:27 AM « Sep 3, 2021 - Twitter Web App
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In 2021 there were 4.88 billion phones in
existence. That’s over half the population of
the world.
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“Today, your cell phone has more
computer power than all of NASA back
in 1969, when it placed two astronauts

on the moon.”
Michio Kaku




Learning from the
Natives...






CTA Digital 2-in-1 iPotty with Activity

Seat for iPad

Brand: CTA Digital
Yk ks v 181 ratings

| 5answered questions

Currently unavailable.
We don't know when or if this item will be back in
stock.

Colour White

Brand CTA Digital

Item 31.8 x 48.3 x 26.7 centimetres
Dimensions L

XxWxH

Item Weight 2.6 Pounds

About this item

« Comfortable and child-friendly potty with activity
stand for iPad (2nd, 3rd, and 4th generation)
» Adjustable stand securely holds and helps protect

i odivaiiniln Blsda wmlais



Stroller tablet holder mount pram
universal valid for all types of tablet
PCs and handlebars of strollers rotates
360° tablet holder for stroller tablet
mount in pram

Brand: Sovica

Ad A

RN v 18ratings

£‘|490

/prime

Brand Sovica
Colour Red
Compatible ~ Tablets
devices

Mounting type  Handlebar
Special feature  Adjustable

About this item

o [ELEGANT AND PRACTICAL] Thanks to our stroller tablet
holder your children will be entertained while walking. Ideal for
children to watch movies or cartoons. This tablet holder stroller
is designed with stability in mind, security, elegance and will
maintain consistency between practicality and design
aesthetics.

o [DURABLE AND EASY TO INSTALL] This tablet holder for
stroller differs from the rest of the holders in strength and
durability. You can install or remove this tablet holder in stroller
in a few seconds without additional tool. Strong and solid grip

' 14 '3 -l

E‘I 490
/prime

£4.49 delivery Friday, December
16. Details

Separate Terms and Conditions
may apply to items sold by third
party sellers and shipped by
Amazon internationally. Customs
and Duties may apply.
Manufacturer's warranty may not

apply.

@ Select delivery location
In stock.

Quantity: 1 v

Add to Basket

‘Buy now

@ Secure transaction

Dispatches from Amazon

Sold by Sovica

Return policy: Returnable until
Jan 31,2023 v
[ Add gift options

Add to List
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53% of children have a mobile phone by age 7.

70% of children have access to the internet.

On average children spend 3hrs 20mins online a day.




When do British kids get their own smart phones?

Do you have access/ are you able to use any of the following devices? (% of 2,160 GB
children aged between 6 and 17, answers for “smart phones’ shown)

No, but
my family .
has one One in ten (10%) six , Half (50%) of children
| can use year olds have their 1 have their own phone by

own smart phones i thetime they are aged
between 10 and 11




Possible reasons why are parents giving Cheshire
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For child safety; report issues. prevent abduction.
Because friends have them.

Parents don’t want their child to miss out on anything.
It’s part of growing up.

They need to be able to use technology for their future.

My child is different/I trust my child.
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Reasons why parents shouldn’t
3 1 .

give their children smart phones
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Major distraction from completing tasks.
Highly addictive.

Exposure to pornography.

Increased risk of being groomed by child sex offenders.
Risk of being bullied.

Likely to be sent/take/send nudes.

Exposure to poor behaviour.
















Age Restrictions for Social Media Platforms

What is the minimum age for account holders on these social media sites and apps?




Why is the age for most social i Cheshire
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media set at 13? o

The age limit is 13 because of the Children’s Online Privacy
Protection Act (COPPA), which was passed in 1998.
COPPA restricts websites from tracking and harvesting data

on children under 13, which is why most apps do not want
children younger than 13 to join.

LLICOPPA

Children’s Online Privacy
Protection Act




smmmn POWER ‘@5
GARY SINISE s

LONELINESS EPIDEMIC
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Why no Facebook?

Not cool, it’s the platform us oldies use.

Clunky interface.

Instagram/Snapchat are easier to navigate,
image/photo based.

facebook.



Instagram [i2)
Instagram, Inc.

Influencers living the
perfect life

#2 in Photo & Video
kkkk%x 4.8 16.7M Ratings

Free
Body Image
False/unattainable version
of reaIity iPhone Screenshots

< Direct 4 ? © f]mg,wm ®Y
- 'Lk mEm ~
ST LR ! | q
i ' ) v )
amethyst_grl four §tory  nootle_kim  chrizrobing
@ Sent you a video °
t h oty frortig
A q - p ’

’ Wartoftheday #gi ‘ dark_emeralds
P
R = el

Anxiety/FOMO

Pressure to constantly &
curate and maintain online 8-
brand G

®

24hrs access to peer . 3
culture @

o

fau29

It’s fake ==







Spam accounts
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Edit Profile
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Edit Profile
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Abbie Tanner

Obsessive outfit planner « Fashion Fan « Vintage
Lover « East London « Editorial for @endource_now «
Contact: abbieloves30@gmail.com

www.abbieloves com/




2.6 billion downloads worldwide

167 million videos viewed a
minute

‘For you’ page plays videos based
on the user’s previous views

Viral challenges

Child sex offenders present
Takes time for unpleasant and
grotesque content to be taken

down

Desensitises and reprograms
values
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TikTok video showed man being beheaded
in middle of teenager’s dance routine

¥ Comment

a Tom Williams
Thursday 10 Jun 2021 10:37 am

ED OO <

News |

"= Ho
B=ET Ror

News > gjair M

13:47, 8 ot
v I D A video of a teenage girl dancing turned into a beheading scene on TikTok (Picture: AP)

1

hos < A brutal beheading scene was shared on TikTok, disguised as a video of
SCOT! a teenage girl dancing to pop songs.

dea =

; The clip started with a girl dancing in front of the camera but seconds later

Distre Bait h — i<h d . d

Henry H = cut to bathroom where a gang speaking in Spanish decapitated a young

16:31. 81 mediz man while he was still alive.

-1,



The iast 20 mins made me
“sick to my Stomach

why is absolutely no one
talking ab the r4p3 scene’in

what i wish i could do after watching megan is missing
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TikTok users have been traumatised b @sade.graves



Predators using Tik Tok to solicit photos of children’'s
feet

by KNIN/KIVI via Fox News Edge | Wednesday, April 15th 2020 AR\

BOISE, Idaho - Officials are issuing a new warning for parents about
the popular Tik Tok app, saying predators are using the app to solicit
photos of children's feet.

The photos are often traded for money and many times eventually
lead to the sharing of more explicit pictures and videos.

According to investigators, children and teens are offered anywhere
between $10 to $900 for photos and videos. The commander of
Idaho’s Internet Crimes against Children Task Force says once the
predator has the photo, the threats come in.

"l started seeing a lot of girls posting pictures of their feet saying
they were getting $20," Boise County School Resource Officer David
Gomez said. "A lot of these young girls profiles had their Venmo
accounts had their PayPal accounts already listed so that predators
already know who is accepting money for what."



How TikTok

0 Minors




TikTok's algorithm is promoting sexual
content, drugs and alcohol to children

as young as 13, shocking investigation
reveals

+ Aninvestigation by the Wall Street Journal explored the TikTok for you page
+ Itinvolved 31'automated' accounts registered as 13 to 15 year old teenagers
+ As the bots scrolled through the for you page they lingered on some videos

+ Very quickly the for you page became dominated by adult orientated content
+ This included from accounts clearly labelled as being for adults only

+ TikTok says it is working on a filter tool to restrict content for teenagers

By RYAN MORRISON FOR MAILONLINE W
PUBLISHED: 17:18, 8 September 2021 | UPDATED: 18:08, 8 September 2021
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Sign up Cheshire
Constabulary
When's your birthday? 27 o
Your birthday won't be shown ’g'

publicly.

7 September 2009

6 August 2008
7/ September 2009

8 October 2010
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Would you be happy with this
content on your child’s tv?






" TikTok
_@kfarmz_661

What’s your most viral
video In
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parasitec

chloxxhillvip

16.6K Followers

follow me on insta [l Il i

Accountant'

216 Following 76

gemini__c
Gemini_ Chrysali:

116 Following

10.7K fFollowers

Gamer %
1G handle the same
Link in 1G

P Accountant P

Videos

Y

#Fohjohnny #bimbo ...

What Is the story here? ...

amberxxpaige

amberxxpaige

260 Following  106.6K Followers  302.5K Likes

Follow my other page @amberpaigexxx @

069

Videos & Liked

D1eK

#accountantsoftiktok ... #accountantsoftiktok ...  #accountantsoftiktok ...

Living
Character
> 1803

#hallowsen ...

#ypY #yp #viral ..

What If it was like this,.?7...

1l giveyouthe night of
your life’

#accountantsoftiktok ...

#warcraft ...
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Tiktok Challenges/Trends
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Prefrontal cortex

Controls decision making,
self control and will power.

Fully developed in females
at 24yrs and males at 30yrs.

The prefrontal cortex in a
teenager has been likened
to a car with an accelerator
but no brake.

‘Likes’ can also lead to
reduced activity in the
prefrontal cortex.
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The Cereal Challenge

uuoax‘ﬁ

l - 2)AR ¢

A
AREIF0ANN




L Cheshire

7. Constabulary
1

¥
A,
CONg
-
4 S
J’]‘II

The Thumb Blowing Pass Out Challenge

"

Pass Out Challenge
Flatliner

The Choking Game




TIKTOK "BLACKOUT CHALLENGE’ BLAMED FOR 12-YEAR-OLD
CHILD’S STRANGLING DEATH

Jeroslyn Johnson © August 20, 2021 @& 7862

Heartbroken parents believe TikTok viral
challenge to blame for their 12-year-old son's

Moth death
Az Tasg m Maxine Peters @ @ @

A sl

TikTok © °

]t SUBSCRIBERS CAN LISTEN TO THIS ARTICLE

warnsn S0 4

Heartbroken Pei
time of 10-year-

By Srivats Lakst &
Updated On : 22

Nate Squires

died this wee

Paul Battersbee and Hollie Dance are devastated by the death of their beloved son Archie (INSET). (PHOTO: Gallo

195 ' B . I/



The Angel of Death
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The Skull Breaker Challenge




Teen left almost paralysed after attempting ‘skull breaker
TikTok challenge

Doctors found that the teenage girl had suffered three broken bones in her neck and T5 vertebrae after attempting what is
called the "skull breaker" challenge on TikTok.

By Amy-Clare Martin & Jordan Shepherd
m?my are Martin & Jordan Shepher ookmark D 0 0 @
/

3 sarah Platt in hospital on the day of the incident. (imsgs: hit Harris)
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Jeffrey Dahmer polaroid challenge

o TikTok oJ* TikTok
SNDRHENESSEES @amariprincess
What ever you'do, don’t " .- My reaction when | saw
lookiupithe jeffrey Jeffrey Dahmer's polaroid
dahmer Polaroids, | can’t photo of the. man with
erase the last 10 minutes exposed rib/cage @®

from my brain..

- -
——
. A

B —

— s ! »

— -' . Don’t let yom:-!&)sity and
tiktok get you searching the
Jeffrey Dahmer polaroids...
How are they even online?!
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The Charlie Challenge







Suicide linked to TikTok challenge spreads
controversy in Egypt

ﬁ Egypt independent December 24,2022

RECOMMENDATIONS

TR

‘Positive direction’: CBE issu
statement on Egypt's curren

pound exchange rate
O sanuary 17, 2023

Cairo International
Fair allows sale of k&
in installments

D Jonuary 17, 2023

IMF anticipates USS

A twelve-year old boy died by hanging after reportedly imitating a Ao Bt priChae
L . 7 . Egypt's asset

controversial challenge spread across TikTok, referred to as the ‘Charlie divestment progra

Challenge. © January 17, 2023

The boy’'s family found him hanged in his bedroom in Bahtim area of See More
Shubra al-Khaima, Qalyubia Governorate.

During the investigations, the child’'s mother said that she had found a
video clip about how to use the "Devils Game” or the “Charlie Challenge”
on the TikTok application.

The mother concluded that her son was trying to imitate the game and
hanged himself with a rope.
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Effects of the short form video i

The human brain, particularly in children, is highly
malleable. As younger and younger children grow up with
TikTok, certain neural pathways may not be developed.
The idea of focused attention for reading a book or
thinking deeply is slowly becoming a thing of the past.







G (3 httpsy//www.tiktok.com/foryou?is_copy_url=1&is_from_webapp=v1 B A B 7= z

(r TikTok Search accounts Q + Upload m
59

# For You

444..shay 144Q
Qo Following ' Follow

J1 original sound - sped sounds

(X LIVE

‘ Login

Suggested accounts

"™\ samsmith @
i Sam Smith

& therock @
The Rock 90
e taylorswift @ Q
“ gordonramsayofficial & 5

Gardon Ramsay
‘ coldplay @ A

coldplay

3

See all
At Tk Bicue: Ne - itskarunab ... SFollow

#skaruna #foryou #bored ok random one cause im bored,
11 Admit it benson - Silv [ Get TikTok for desktop X




Most young people use it

It’s a fallacy that Snapchat deletes
photos/videos, it still exists in an
unused section of the phone’s
memory and/or on Snapchat’s
servers

Parents/carers can't check phones
for content, incoming or outgoing

Lot's of inappropriate behaviour

posted on Snapchat, desensitises
children to reality (nudes, drugs,

pornography etc)

Child sex offenders talk to children
without parents’ knowledge

iPhone Screenshots

Snap

Share the moment

Snapchat [z
Share the moment

Snap, Inc.

Chat

Have fun messaging your friends

il T -

:.' The Squad S >

(o] ¢ O QO
QWERTYU I OP
AIS DIF GH J K L
® Z X C VBNMSE
121 space l::.

S 9
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Hampshlre football coach groomed and onn hoy

Se* paedophile filmed himself abusing schoolgirl in
«o Birkenhead Park

Marcus Ellison groomed the girl on Snapchat before sexually abusing her multiple times

B Nick Tyrrell Magistrates court reporter
SHARE o o @ 18:13,22 APR 2022 UPDATED 11157, 23 APR 2022

. InGOR
» Enter your postcode for local news and info Enter your postcode a You'mrea

World News

PAEDO |

Alfie M

14, afte
and Sna Afoot

social |

Tom Hussey Alfie v

o st i boysa

I Hamp:

A sex n on Inst

eead | B Marcus Ellison, 31, of Hatherley Close, was jailed at Liverpool Crown Court on Friday, April 22, 2022,



I\ 20-year-o Family claims suicide of girl, 12,
O Snapchat 4,6 to bullying in north France

a Rio-Anne Katie Jane C
Tan @nimal abuse brough New study shows online harassment most prevalent among teenage

dar

oirls
_ QOO *

6 October 2021 14:45

L]
4

/22 [ An inquest into the death of Rio-Anne Katie Jane Dickinson has recorded a verdict of suicide (Imags: Hzndour)

M1 MNSTR



My Eyes Only

Photos and videos
stored in this vault are
only viewable by
entering a
predetermined PIN.

a 02-UK =

23:11

Memories

60% =B

My Eyes Only
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An ongoing trend is the marketing and sale of drug infused food items known
as edibles via Snapchat.

Packaged as sweets, known to contain THC, MDMA, LSD or amphetamine.

Can take many hours for the user to experience a high, resulting in the user
overdosing and experiencing hallucinations and psychotic episodes.

The packaging resembles legitimate brands raising concerns that children
could eat them by mistake.

Authentic - Nerd Rope Candy

2 W\CROS ROPe=——




£10
Edible Sweets Alsort...

Wholesale Edibles

Psilocybe Mushrooms

£30
Listed over a week ago in Leeds, England Listed over a week ago in Manchester, England
© Message Seller © Message Seller
! - .
a— ‘ —_—
£10 £10 A e B » & (1 =] Ve d
NERD Ropes & Morg.,. Alert Send Offer Save Share Alert Send Offer Save Share
° Seller Information see Profile  Seller Information See Prof
Demtrius Jones Foliow Bob Telfer Follow
€) Joined Facebook in 2023 €) Joined Facebook in 2023

unanucy ),}" AN Ak

Eccles f

St m Halton m Droylsd







Talk to strangers’

@ omesle




v JNCEI0  raktostanges:

Currently no app, web page
access only

No sign up verification
required

Talk to strangers
Untrackable
No user history

Lots of adult content
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Online Gaming

"

Global value estimated to be £100 billion
Lots of different age ranges

Made to be addictive

Child sex offenders will groom children on these platforms
before moving to encrypted messaging apps




Stampy Long Head £10 million
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No pause button
Users can buy upgrades and skins with cash
Another form of social media

Child sex offenders will move conversation to unmoderated encrypted
messaging platforms

It is not uncommon for there to be a larger age disparity between
gamers



Massive multiplayer game for young people, 150
million players world wide, 7+ age restriction.

Been around since 2004 and valued at £18
billion.

Roblox and its game developers make money
through in-game microtransactions.

Currently 40 million games on the platform.

Robux is the in-game currency - children have
used parents debit cards in the past without
permission.

Child sex offenders present - they go to where
the children are.

Has a chat/message feature giving child sex
offenders opportunity to groom very young and
impressionable children.
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[@ 1 A Survive the Killer! Flee the Facility [Beta] 4 Survival The Red Dress Girl The
% 85% 485K & 92% 818.7K

Killer o

& 69% B 356

%
A%

SURVIVE THE

RABLOX

X X X

Piggy [ALPHA] MEMORY! . Bakon 2X WEEK @ Escape McDonald's Clown Parkour
4 90% 8 224K b 81% 8 207K Obby!

| PIGGY
&







o (2]
Global Chat

Sophie_ForsterKOTLC: ABC for
a Bad boy Voice Talk

rachelmape: i like that knk ; - -

. . J . - o
pigwig21010: Abc !

pdate Log
kalie_star101: ABC - -

Top Rated

Menu

Leaderboards

Annaxlisseee: Abc for a girl f« % f
LilitaG2015: ABC M shop

teganstone: ABC :
’ Emote Pack
Sophie_ForsterKOTLC: call me —\ -

Lilly_89071: ABCTODO SUS| wsvomr, | Reactions

WITH ME | A Tﬂiﬁﬂﬂilg
LilitaG2015: ABC for a bad girl 19R0BUX J ‘
Unlnmted Sku

©Click here or press "Shif
Click here to chat -

By sending a message you agree to the r 39RO ’-'-."«': i




Home Q Search

s I

Friends (2) »

Suggested Suggested

Add Friends

Continue =

Find The Pandas Adopt Me! [FRIGHTENING Obby that gets THE BLE (101) Find the F
[194] HEIGHTS!] Find harder everytime OB Stickmen [
ds 76% R 199 ds 83% & 77.5K dr 81% R 976 ds 36% & 15 de 5 ds 72% R 108 |

Friend Activity =

Lfl MAII OWEEN UPMTE

Speed Run &

9




More

O

Catalog

Settings

[

Premium

About

8

Messages

®

Help

Log Out

Friends

Create

Quick Log In

&

Groups

{®



Security

Privacy

Parental Controls
Billing

Notifications

Settings

&

Il

{»



£ Account Info

My Settings

Account Info

I Account Info

Security

Notifications

Add Phone

Billing

Parental Controls

Personal

App Permissions

Birthday 10
Verify My Age
King i \gE L
3 [ il | f
provider, You also consent to the collection, |
of your biometric data as described in the Roblox Biometric
Privacy Notice
. O
Gender (Optional) 5 O

Language English



é

Account Info
Security

Parental Controls
Billing

Notifications

Settings

&

{»



Security

Privacy

Notifications

Billing

Parental Controls

App Permissions

Settings

Account Restrictions

«©

ropriate for

Account Restrictions are enabled

When this setting is enabled, this account can only access content that is a
all audiences. Additionally, Communication Settings will be set to Off.

Communication Settings are locked because Account Restrictions are enabled

Communication @
\rl‘ A
Chat Filtering Level @
13+ Filtering 2
Who can message me? @
Who can chat with me in app? ®@

No one N/

Who can chat with me? ®@



Account Info
Security
Privacy
Billing

Notifications

Settings

&

Il

{»



< Settings

My Settings

Account Info What are Parental Controls?

Parental Controls allow parents to choose the correct settings that will control what

Securit - 3 3
a experiences their child can access.

Privacy

Parent PIN

Notifications

Parent PIN is enabled
Billing

parenital Contiols When this setting is enabledq, e PHimosteprovidedbefore changing settings.

App Permissions

Allowed Experiences

Choose the highest age guideline of experiences this account can join.

All experiences are still searchable. Experiences without age guidelines are currently treated as 13+,

® 13+ (Suitable for ages 13 and older)
9+ (Suitable for ages 9 and older)

All Ages (Suitable for everyone)



Click on
this icon
to open
chat




ashtonreesrowezz hatched a Eplc Gold
Pink Slime pet!

suuw;qg17qbq8 has jomed' '

ol \'Fo D 3 i

m vnp] [EYCHEEV]: Omg

(¥ VIP] [EYCHEEV]: Hi

[M Verified] [ashtonreesrowe22]: Hi
Arsenal has joined! 8§

Ta here to chat
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now.og SIGNIN GO ROGUE

MOBILE CLOUD

PLAY LIKE THE

GUAL

® 1-Click instant play
L No Download

© 1000s of supported games

SIGN IN

Choose From 1000+ Free Games Online

Play your favorite games from the library of 1000+ Android games and enjoy the best gaming



() https;//now.gg/apps/roblox-corporation/5349/roblox.htm

N hOow.gg

MOBILE CLOUD

A \K
h ,‘
m\v) oy * K Kk *k k

’ v e V4
N /[ "\ Roblox
s | Q%]

»

|
i Adventure = Roblox Corporation

RABLEX

Play Roblox Instantly in Browser
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How do children circumvent device
boundaries/monitoring?




Another iphone trick |
guarantee you didn't
know about! o (pt.28)






Y1 = 11:24 PM & 79% - B ol = 1:24PM . 79% mm o § o, = 11:24PM e 79% .

< General Date & Time { General Date & Time { General Date & Time

24-Hour Time
24-Hour Time . 24-Hour Time : =

Set Automatically

Set Automatically Set Automatically

Time Zone
Time Zone >4 Time Zone
Dec 2, 2017 11:24 PM

Automatic time zone acCcuracy is improvad

when Location Services is turned on. I Dec 2, 2017 11:24 PM |

Automatic time zone accuracy is improved
when Location Services is turned on

Dec 1 10

Today 11 23 PM

Sun Dec 3 24

Automatic time zone accuracy is improved
when Location Services is turned on.
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Delete then re-download applications to get around
the usage time per application limit
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Leaving an empty phone case charging overnight
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Have friends send them video links in messenger apps which
bypass some of the application locks such as Youtube and
TikTok

HOW TO
SHARE
TIKTOK

VIDEOS




VPN

No VPN

Y
Encrypted Encrypted
User Internet Service
Device Provider

5 \‘\\ I,‘..u'

BN 0 v s %
%, D
&

Yo

Bypass parental controls with a VPN

How a VPN works

User VPN Internet Service VPN

Device Client Provider Server Internet

EMSISOFT



(e 18y pl iAo ey S CARAT AL S el ooy

. GETITON £ Download on the
™ GooglePlay | @& App Store

Search here...

(¥

v

Canada

Chile

Costa Rica
Croatia

Cyprus

Czech Republic

Denmark

|*' Canada «

p 3 regions

Region: Any i
Server: | Fastest V
Fastest

' Canada #235

Cnada #4600 A
Canada #121 v
Canada #387 v
Canada #117 Vi
Canada #190 v ‘*
* PROTECTED

192 930 35 147) Disconnect
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Turning on screen record to get parent/carer’s
username/password when entered

NGO Secvice 1L AC Paa

-
[( t ] lQJstomczo ]
< D Carmevs
o PO

[ QR Code Reader

@ (B oo moce

o B oo Distuet se Driving

O o Guided Ac

O Q Hearing o oy~ . .

© [5 Low Power tiode recording
© BY Moontier
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Use Face ID to download apps

without parent/carer’s knowledge
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Having a second device that parent/carer is
simply unaware of.
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File and app hiders/vaults .. M"

Calculator Vault : App Hider - Hide
Apps

Hide Apps (NO ROOT) Tools * ok ok kv 186421 &

Calculator - Vault for photo (hidden
your photos)

Green world inc  Tools * % % &4 110985 &

E PEGI3
g peci3

Contains ads - Offers in-app purchases

[¥] Add to wishlist m Contains ads

E] Add to wishlist

Disguised 2z a well Hide your picturas #ide the pictrues

designed calculator keep theme safe Keep them safe

Hide Apps
Without ROOT

Use calculator as a cover of
your secret desktop

Calculator+ Vault for photo, The best calculator photo vault, hide your photo, security the hide private

Calculator

photos

Calculator+ Vault for photo is a photo hide app that lets you hide your pictures,

Calculator+ Vault for photo looks like a beautiful calculator, and works very well, but have a secret
photo vault behind it. all hide photos will be encrypted, uninstall the app will not delete the password,

or remove the photos. Advantages of Calculator Vault hidden applications:

-Notice bar information tips, only show the standard calculator’s icon

-Check phone system settings, the application name is Calculator+ (not app hider)
-When Checking recent apps, the app name is Calculator Vault(not app hider)

Calculator+ Vault for photo Features

» Hide private photos under the calculator
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Need sexting ERSEEEEIE
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Horny
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nudes
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In 1972 Playboy’s subscribers
globally totalled 7 million.



Porn

Pornhub has daily views of
over 113 million.



@ S,y
Pornography sites receive more
website traffic in the US than
Twitter, Instagram, Netflix,

Pinterest and Linkedln combined.

- Semrush 2021
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Has become the primary educator of sex for young
people.

Gives an incorrect version of what constitutes a lovingly
relationship and what sex actually is.

Exploits those involved, mainly females.
Normalises violent acts.

Consent?

Rewires the brain.

Addictive.
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Let's Talk Porn | Maria Ahlin | TEDxGOteborg

6.8M views - 2 years ago

We have to talk about what message porn is sending and what it teaches our children! More and more

9
[

The great porn experiment | Gary Wilson | TEDxGlasgow

140 views -

9 years ago

TeD* TE

1
o
o
7]
1]
o
-
0
o
1)
‘
-
@
]
o
m
)
0
4
)
e
o)
0
0
1
1
2
&
o
0
w
Q
0
|
)
0
o
a
1]
i)
i
0
|
1]
o
(0
-
c

tudies in medicine and

Subtities

Why | stopped watching porn | Ran Gavrieli | TEDxJafra

OMN vievy ' "l
Teos TEDx Teiks @

Ran lives in Tel Aviv asnd studies gender ot Tel Aviv Uiniversity, Me works with vourh snd sdults al ver the IOV i mex ar

Substitle

Why we need to talk about porn | Jo Robertson | TEDxChristchurch

S vie v ot VeI

Moving from porn to meaningful connections | Dr. Michelle Yep Martin |
TEDxWilmington
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“The best offense here is preparing them
for a world where porn is highly
accessible and may be giving kids
misleading information about sex,
consent and practices that they may
assume are expected or ‘common’
because they see people in porn doing
them.”
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Parents and carers must
talk to their children
about pornography.
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Nude and semi-nude image production and sharing
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Why might young people share

nudes? o
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A young person may send a nude or semi-nude image or video for
a variety of reasons, including:

As part of a trusting / \
relationship For affirmation, such as
positive feedback they receive
from recipients
For a joke \_ -
4 )
(" ) Because they have been
[ manipulated, pressured or
To flirt coerced into doing so

_ Y, \_ J
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They are illegal i 4

Taking, possessing and sending a nude of a child is;

The making, possession and distribution of indecent
images of children, even if it is of themselves.
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Bullying

The risk of being bullied
online increases. When
relationships breakdown it is
not uncommon for images to
be distributed as a form of
retribution.
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An offender may trick or manipulate the child to
send images, they then threaten to share the images
with the child's family and friends unless the child
sends more images, videos or even money.

| saw your NUDES' D% €3 HOT!

KW KW Can't walt to post

those on Instagram to all your

friends. Unless you send me $$

or a video of my choosing. You

pick. Send

(D



Popular High School Student
Victimized by Sextortion Hour's
Before Suicide

T oe- = R am™

A 17-vear-old NMichigan high school student who died by suicide last weels
did so just hours after someone demanded money from the teen to keep =

compromising photo from his parents and friends.

Investigators at thhe Margquette County Sheriff's Office said they dont
usually release Iinformation about suicides, but the parents of Jordan

DeMNMay regucesied the release in hopes it could save a life.

The sheriff’s office said thhat investigators believe Jordan was extorted via
social media over a photograph he had taken of himself. The perpetrator

pressured him to pay to keep thhe photo private.

“He sent them money,” Sheriff Greg Zyburt told WLUC. “He did send them

money, yeah. It wasn™t enocugh. They wanted more.™
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Outcome 21 e

This outcome code allows the police to record

a crime as having been committed but for no
formal criminal justice action to be taken as it is
not considered to be in the public interest to

do so.

s
> - 4
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Online Grooming
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The Current Landscape
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Potential number of offenders

In 2021, the National Crime Agency estimated
that 550 000 to 850 000 in the UK pose varying
degrees of sexual risk to children (online or
offline).

This includes a broad spectrum of offences, from
downloading and sharing child abuse images to
direct contact abuse.

If you want to know more about how this figure has been estimated, you can
read the NCA’s latest National Strategic Assessment 2021 which is available on
the NCA website.



The Internet Watch Foundation publishes new data

April 26, 2022

“Every image is a child being abused, there is a flesh and blood child in that picture who had feelings
when that picture was being taken and is in many cases, still being abused”. Marne Collins, Patron MCF

At MCF we are fully committed to ensuring the response to technology-assisted child sexual abuse and
exploitation 1s one that supports the child and their family on the road to recovery. If you, or someone
you know or work with, has been the victim of this crime, you are not alone. Contact us for support at
help@mariecollinsfoundation.org.uk. Data published by the Internet Watch Foundation (IWF) yesterday
shows girls are at increasing risk online.

Ten years ago, 65% all child sexual abuse material identified analysts featured the sexual abuse of girls.
The latest data shows this to have increased to 97% in 2021

This is a 374% increase of 'self-generated’ imagery on pre-pandemic levels|By this we mean material has

been made by a child themselves on a webcam enabled device. However, these children have often been
tricked, bullied, or coerced into performing sexual acts by an adult sexual predator who has groomed
them online. It is iImportant to understand the child is not to blame for the production.
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Strangers Chat Random Chat (S Stranger chat. r Talk Chat - Chat Random Strangs
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Voice Changers

Yo
. Live Voice Changer - Prankcall =
Voice Changer Plus Changing voice to fool friends
Arf Software Inc. Xiaoxi Zhang
#94 in Entertainment SRS 25 tak s
k&kokkh 45, 24K Ratings ' o
Free - Offers In-App Purchases
Free - Offers in-App Purchases
Screenshots iphone  ipad i
Options
- C
Gender Femae
New Record 1
34332000 WATAS et Show T
x00 oo
About
m 0 Voce Changer V.251 Reidds
Ty music Sun
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What’s happening locally? @ Constabulary
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400 per cent increase in the last four years in online
viewing of indecent images of children in the county.

Revamped OCAIT (Online Child Abuse Investigation
Team).

Increased from 10 to 46 members of staff.

In Dec 2022 11 addresses visited in Cheshire, 6 arrests
in relation to indecent images of children/sexual
communication with a child.
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Every day girls are contacted online
by adults who try to manipulate or
groom and sexually exploit them.
Girls, just like you and your friends.

Block. Report.
Tell someone you trust.
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Protecting your chil
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Ruth MOSS NSPCC

“And I've often heard people say, ‘But it’s the parent’s responsibility to
keep their children safe online’, and yes it absolutely is, parents need to
do as much as they can, but my message today is parents cannot do
that on their own because the internet is too ubiquitous and it’s too
difficult to control, it’s become a giant”




Q TESCO
Mobile  Phones  SIMonly

Business

G:D > Shop » Payasyougophones > Nokia1104G

|

|

> Don't have a Clubcard yet?

Q With us, your prices stay fixed

Call Logs

{

Rl

Select

P

Qe

Help  Why Tesco Mobile

Nokia
Nokia 110 4G

Read reviews

The Nokia 110 4G has been beautifully designed. With 4G VoLTE 1 voice capabilities.
a strong battery life and simple design, this is a reliable phone that is built to last.

View full phone details

Choose how you'd like to pay

Pay monthly Pay as you go SIM-Free

Colour

Charcoal

N/

v/ In stock

Check local stock

Upfront £0 Monthly total £10
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O @ &) https://www.security.org/how-secure-is-my-password/ e N 0 {3 o=

We may earn compensation from some providers below. Learn More Our videos have over 7 milion viewson (@ YouTube  See Our Channel »

'll secu r|tyorg Home Security Smart Home Digital Security About Us What's My Security Score? Q

sponsored ad

Your passwords will always
be secure with Keeper.

(® KeerPerR

How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.

It would take a computer about

58 minutes

to crack your password

Tweet Your Result
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Three random words plus the site you
are accessing;

table+car+coat+hsbc

tablecarcoathsbc
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N B https://www.security.org/how-secure-is-my-password/ e A ] {5

We may earn compensation from some providers below. Learn More Our videos have over 7 milion views on [ YouTube See Our Channel »

.
.l' secu rltyorg Home Security Smart Home Digital Security About Us What's My Security Score? Q

sponsored ad

(® «eerer Your passwords will always

be secure with Keeper.

How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.

It would take a computer about

34 thousand years

to crack your password

Tweet Your Result
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It starts with us, the parents, if your
child sees you on your device all the

time, they will copy.
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Before you give your child a device, have a technology
talk with them and have regular follow up talks.
Encourage your child to be open about their technology

use and reassure them they won’t get in trouble if
things go wrong.
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CELL

USAGE

I will plug my cell phone In my parent’s
room by p.m. on school nights
and M. on the weekend,

I will always have my cell phone
turned on when I'm out with friends.

| will always answer call or texts from
my parents,

ETIOUETTE

I will not use my cell phone during family mealtimes
or family time

I will not text or use my cell phone when | am doing
homework or while in school.

Fwill not text or talk on my cell phone while | am driving,

I will not took at my cell phone when talking to someone

In person.

PHONE

gv

o000 o

a

a

If1 am asked to stop using my cell phone, | will happily do so, 3

CONSEOUENCES

NTRACT

HONOR CODE
I will never message or talk to someone and then
delete or hide it from my parents.

Fwill never opan or view pages that are not
permissible, such as: A

I will never share personal Information such as
name, address, phone number, school, etc.

I will never send, forward or respond to mean
or threatening messages.

Fwill never buy or downlaad anything without
my parents' permission,

L will never give my passwords o anyone BUT
my parents; they will have access to all of my
passwords.

I will never join social media netwaorks without
permission.

Fwill tell my parents immediately if something
on my phone is inappropriats.

L will give my parents access to my phone whenever,

l understand that | risk the following consequences for viclating any of the above.

SIGNATURES

{ understand that a cell phone is a priviiege that | must earn by being responsitale and trustworthy. | will follow this contract

at afl times

Child:

Parent:

Date:
Date:

I

O 2001 hy Familly Fless AN Righas Rosesvand
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Set boundaries




Time limits, around an hour a day is 7% Cheshire
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considered enough. P

(The young person will likely go above and
beyond to attempt to bypass restrictions.)
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Download and explore the apps your child
uses, you may be surprised by the
content...




4 Cheshire
= Constabulary
i ! o

Parents and carers must know the
passcode for their child’s phone.

The child does not own the phone.

duac =

Sc,ode
cn \D oF emter Pas
Tow w
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Device information

MEID HEX:

MEID DEC:

Serial number

Cheshire

Constabulary
0
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Children should not know the app download
password/touch ID — you need to be in control of
what your child is downloading.

< Settings Touch ID & Passcode

USE TOUCH ID FOR:

iPhone Unlock

Sign In to iTunes Store -
Enter the Apple ID password for Apple Pay C
T iTunes & App Store \

Use your fingerprint instead of your Apple ID password
when buying from the iTunes & App Store.

Cancel
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X 4 83%@ 813

My apps & games Q

< Account Purchased Done

Mot onihieiBhone UPDATES INSTALLED LIBRARY BETA

Q. Search 8,

No problems found C

Apps scanned at 12:00 AM

Cartoon Network App OPEN

Yastarday

No updates available -
Apple Store Cl)

» Days Ag

Recently updated (56)

Crunch Fitness OPEN
Nov'a0: 2015 ~< Timehop |
? Updated 2 min. ago l OPEN
Ritual - Order Local Takeout OPEN =
Nov 18, 2019 D Android Wear - Smartwatch OPEN I
Updated 3 min,. ago
Chase Mobile®
Nov 15, 2019 DREM Google Allo I OPEN
- Updated 3 min. ago
Hopper - Book Flights
& Hotels OPEN . Slack ’ |
Nov 10. 2019 %’s Updated 3 min. ago b i
Postmates - Food Deliver -
e AN . OPEN g™ Chrome Canary (Unstable) I OPEN |
- Updated 3 min. ago 8
r(_?eocac':'ung"" OPEN wish - Shopping Made Fun ( OPEN
AR Updated 3 min. ago

S icersmndse Dot ases A\ 7= 11¢ . DDl C alf. St == ane &= an o~
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Carryout frequent and random phone
checks (without warning).




No internet
connectable
devices in the

bedroom -.
(bathroom/toilet) gl
especially at 2 =

night.
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If your child has their phone in their bedroom
with them overnight you will not know what
they are doing or who they are
communicating with.
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There have been numerous incidents of fires
starting as a result of phones and laptops being

left on charge in bedrooms.
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Blue light and sleep

i

Phones and tablets emit blue light.

Blue light supresses the release of melatonin which is a
hormone that encourages sleep.

Having shortened sleep can lead to negative health impacts
such as metabolic disorders and mental health conditions.

) -
—
\'.




Children need sleep

(8 to 10hrs)

A



KLOCKIS
Clock/thermometer/alarm/timer

£4.50

Constant Alarm Clock zsssm £4.99

Read reviews {1161} (2] Credit plans available See options
& Collect & Nectar points Find oyt more
Check stock

Tellus where you are to check stock:

Pastcode or town Check

| v Add to Troliey

() Addto Your Wishiist

Precision Alarm Clock, Black, One Size
RRARRL 714

£9%9 2999

Get it Tomorrow, Feb 4

FREE Delivery on your first order

shipped by Amazon
Only 7 left in stock.

Jones Clocks Beb Analogus
Alarmm Clock

£12.00

More buying choices
£8.00 (9 new offers)
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No charging in bedrooms - have a desighated
charging point in a communal area of the home
(this also gives you the opportunity to do
random phone checks).
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Make sure privacy settings are .7
set correctly, updated and checked
regularly.

%

General General Account Settings
Security

Name Aaron L
Privacy

Timelhine @8 Tagging Usermname nttp =/
Blccking

'''''''''

Email

Notifications
Mobiie
Followers

Apps
Ads
Pavments

8@ Ba@ 00

‘

Support Dashboardg

T
.l
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GO g Ie is a parent’s friend.

instagram set privacy X Q

2 All E News <’ Shopping (=] Videos =] Images : More Settings Toois

About 6,750,000,000 resulis (0.57 seconds)

K

View all

To set your account tfo private:

1. Go to Instagram’'s settings menu. It's hidden away on your profile page behind the
hamburger button in the top-right corner. __.

2. From there, go to "Privacy” = “Account Privacy” and activate the “Private Account”
setting.



Make phones less interesting L@ heshie ey
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1. Limit the total number of apps that your child can keep on
their phone at any given time.

2. Have a rule that for every new app added, an old one needs
to be deactivated or deleted.

3. Allow a certain number of apps in each category; gaming,
social, messaging, etc.
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Parental Controls™

*Not a panacea



SOCIAL MEDIA
PARENTAL CONTROLS

HOW DO THE POPULAR APPS STACK UP?
(SEPTEMBER 2022)

|

]

£
e’

f

Parental Controls

(parent account required)

View Time Spent Online

Set Dally Time Limits

View Followers/Friends

Set Account to Public or

Private

Limit Comments,/DMs

o ol ool

i
y

View Interacting Profiles

\
\
&

v

View Posted Content

Enable Restricted Mode

Disable Search

Report Accounts

s
)
5

Teen can disable account

restrictions




SOCIAL MEDIA
PARENTAL CONTROLS

HOW DO THE POPULAR APPS STACK UP?
(SEPTEMBER 2022)
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Parental Controls

(parent account required)

View Time Spent Online

Set Dally Time Limits

View Followers/Friends

Set Account to Public or

Private

Limit Comments,/DMs

o ol ool

i
y

View Interacting Profiles

\
\
&

v

View Posted Content

Enable Restricted Mode

Disable Search

Report Accounts

s
)
5

Teen can disable account

restrictions
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Apple Screen Time

Allow built-in apps and features

You can restrict the use of built-in apps or features. If you
turn off an app or feature, the app or feature won't be
deleted, it's just temporarily hidden from your Home Screen.
. — For example, if you turn off Mail, the Mail app won't appear
Satorl on your Home Screen until you turn it back on.

Allowed Apps

Mail

FaceTime
To change your Allowed Apps:

SharePiay

Go to Settings and tap Screen Time.
Camera
. . ) Tap Content & Privacy Restrictions.
Siri & Dictation
Enter your Screen Time passcode.
Wallet
. Tap Allowed Apps.
AirDrop

A A L

Select the apps that you want to allow.
CarPlay

iTunes Store
Book Store

Podcasts

R A AA
elelele

[

News

Health

'x

Fitness

B
Vf>~
y\
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Google Family Link

v4l

Benjamin : Benjamin Parental controls @ i

50 mlnuteS - Benjamin's phone SCrwan trak todey

Th 30m used

Apps recommended by teachers

fr t hers & g¢

App activity

MarcoPolo Ocean
b anadion Daily fimit

Toontastic 30
Bedtime

Code Karts

° YouTube Kids

Signed-in devices
BrainPOP Featured Movie N
Google Classroom . School Chromebook

Location sharing

<)

Khan Academy Kids

MarcoPolo Ocear
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Don’t rely solely on parental/privacy settings, they
can be easily changed by your child without your
knowledge.

ROBLEX

pa rental controls
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Your child will likely not be happy but...
be friends with them if they have social
media accounts — beware of fake

accounts...
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Encourage children to use an avatar rather than
their photo on their profile.

Also, don’t display any photos of your children on a
public profile.




Hello s Hello, Sign in Retums 0
ama;on-m-u‘( © Select your address  [IRENEERES 2% - Account & Lists ~ & Orders -\.-./Basket

— All BestSellers Customer Service Giftldeas Today'sDeals Music New Releases Prime Video Audible a@_agon pay | How to pay the safe way

Amazon.co.uk Today's Deals ~ Warehouse Deals  Qutlet  Subscribe & Save  Vouchers ~ Amazon Family  Amazon Prime  Prime Video  Prime Student ~ Mobile Apps ~ Amazon Pickup Locations

Ph°t°_;°' Download for Desktop Download on the App Store Get it on Google Play Available on Fire TV

Unlimited
photo storage

Prime members get unlimited
full-resolution photo storage and
5 GB for video from Amazon
Photos. Not a Prime member?
Everyone gets 5 GB for photos
and videos.

Get started
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No headphones, you need to hear the conversation
and who your child is communicating with.
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Suicide and Seif-Harm (i

1
Choose which w sites to block and allow o
o o
U Se t h e h 0 m e W I fl Website categories Specific websites
. Tick the types of websites you Add websites you want to always block or
SEttl ngs to yo u r want to block. allow.
Unsuitable for under 18s Example: www.national-lottery.co.uk
d t ) Dating Block Allow
a Va n a ge [ v’ Drugs, Alcohol and Tobacco (i
v Gambling (i
" Pornography (i
v
v

Weapons and Violence (i

Other types of website

Content filters and

curfew settings can
be easily adjusted via
your online account.

Save changes
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Require your child to do a chore or exercise
for the same amount of time they were
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Mobile phones are more than an extension of a young person’s life,
the device is part of them.

When things go wrong don’t confiscate or threaten to confiscate the
child’s phone. They will likely never open up again if they get
themselves in a situation and need your support.

***there maybe occasions where confiscation is necessary to
safeguard the child***
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The best monitoring app is your
involvement and interest




H hild '
et out of 3 situation ML

STRUTEY

Have a secret word, number or
phrase
you both agree on which equates

Your child needs to know they will
NOT get in trouble for asking to
be removed from a bad situation.
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The Dopamine Reward Loop

Pick Up Your Phone

,\E/

@\

You Feel Happy

NnNAN

Dopamine
Increases

Dopamine
Decreases
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Let children be bored, this is when
creativity occurs and they can find

their talents.
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Welcome to CEOP Education

Education from The National Crime Agency's CEOP Education team aim to help protect children and young people from
C‘..E.O_P the National online child sexual abuse.
Crime Agency

We do this through our education programme, providing training, resources and information to professionals
working with children, young people and their families.

| am:

A professional working with
children and young people

8-10
years old

? CLICK CEOP
Respecting me, you, us: building healthy Internot Safety
relationships and creating positive
cultures is a CEOP Education resource for
12 -14 year olds developed in association
with clinical psychologist, Dr. Elly Hanson.

Under 18 and worried about online
sexual abuse?

To report, click to visit the CEOP Safety
Centre.




CEQP

A National
Crime Agency
command

Child Exploitation and Online Protection command

If you need to hide this site x’

quickly, just click here
Quick exit

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | make a report
to CEOP? =
If you're worried about online abuse or

the way someone has been
communicating online, let CEOP know.

What happens when |
make a report? =

One of our experienced Child Protection
Advisors will be there to make sure you
get the help that you need.

How can CEOP help
me? =

Online abuse affects many children and
young people every day, CEOP has
helped thousands of people in need of
support,




Internet e About us REPORT (sSUE  [RSSESY Q

matters.org . ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS  GUIDES & RESOURCES NEWS & OPINION SCHOOLS RESOURCES

Helping parents keep their children safe online

Supporting families online

Get expert support and practical tips to help
children benefit from connected technology and

the internet safely and smartly.

@

Internet —
| need help with an online issue

matte rs ® o rg | need to report something

| need help setting controls and privacy
settings on a child's device

Search Internet Matters

See new campaign talking to real parents
about managing children's online safety

LEARN MORE




Q) UK Safer Internet Centre Onlineissues v Guides and resources v Training and events v Safer InternetDay v Blog  Research  About Q

n Professionals Online Safety Helpline

Support for professionals working with children

¥ x Hotline
' Report online child sexual abuse images or videos

A& / |
g— Y ° | Report Harmful Content
oy | Assistance for reporting harmful content online
eipIng caliaren an

Revenge Porn Helpline

0 Supporting adults who are experiencing intimate image
young people stay
f I.
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How can we help you?

C—Y ‘.Wé\ T

E - @ W

b- .
Report Tell us about App.ly & ' Request Feedback
register

. . . : : &

What's happening in your area?

Get the latest crime statistics and advice, help us with appeals for information and
find out what we're doing to tackle crime in your area.




Report Tell us about Apply or register Request Thanks and complaints Your area

f Careers

|
-y

P| Take your A-levels, degree or equivalent experience and turn them into an exciting
‘ ‘ and rewarding career with endless prospects.

e

9IS SIY3} aAed]

Police Constable Police Constable Transferee Police Re-joiners
Degree Degree Holder Entry Officers
Apprenticeship Programme (DHEP)

(PCDA)



Email or Phone Password

facebook e ———

.}‘tu.z me logged in Forgotten your passw

/
Cheshire Police
. is on Facebook.

To connect with Cheshire Police, sign up for Facebook today.

Dial 999
when there is a threat to life or
property or crime in progress.

Cheshire Police @

Government Organisation

Timeline About Photos Likes Videos Channel

PEOPLE > @ Cheshire Police
66,445 (e _ . _
Chester Officers have discovered an abandoned road roller in the middle
of Sovereign Way #iisamysiery
ABOUT >
Like Comment
The official Facebook page for Cheshire Police. This
accountis not monitored 24/7_ Visit our website at
http://’www.cheshire.police.uk/ - Cheshire Police
http://'www.cheshire.police.uk/ @ J hirs

37 yr old male arrested for drink drive on Biddulph Rd, Congleton

ADDC #Znneaafelimit



ﬁ; ! - ? Cheshire and North Wales Police Dogs

—=rut
= 3



Cheshire

¢. Constabulary
1

3
oy
Bt
17
LIS
v
S

In closing

!

Set boundaries.

Take an active, consistent and engaging interest in your
child’s digital world and activities.

Bedroom (or any location your child is alone) = no devices.




| FIND MYSELF WORRYING MOST
THAT WHEN WE HAND OUR
CHILDREN PHONES WE STEAL
THEIR BOREDOM FROM THEM. AS
A RESULT, WE ARE RAISING A
GENERATION OF WRITERS WHO
WILL NEVER START WRITING,
ARTISTS WHO WILL NEVER
START DOODLING, CHEFS WHO
WILL NEVER MAKE A MESS OF
THE HITCHEN, ATHLETES WHO
WILL NEVER HICH A BALL
AGAINST A WALL, MUSICIANS
WHO WILL NEVER PICH UP THEIR
AUNT'S GUITAR AND START
STRUMMING.
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You probably know some of the slang terms your child uses while texting, but you may be

completely baffled by all the emoji slang they use to chat with friends. But don't worry —
we've unpacked some of the most common emojis teens and tweens use so you can know
what they're actually saying. Warning: some of these can be a little _@ (Explained below).

S
-
&>

Penis

Vagina

Indicates being “ghosted”
(dumped with no explanation)

Shy, nervous (usually in the
context of flirting)

Can indicate support for white
supremacy in certain contexts

Ejaculation

May indicate sexual activity,
specifically oral sex

Feeling frisky or naughty

7
¥

0

A
9

Indicates “spiciness,” ie,
inappropriate or risque content

Denotes a sarcastic,
mean-spirited tone

Marijjuana/weed

Desiring someone sexually

(often used in response to nudes)

Breasts/testicles/virginity

Used when sending or
receiving nudes

A stamp of approval. °I agree™

Used to refer to sexual activity

A response that means,
“It is what it is™
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Why are we addicted to devices?




Cheshire
% Constabulary
I‘H

o

“The more stimulating a technology is,
the harder it is for both young people
and adults to disconnect from it, and to
tolerate less stimulating activities, like
homework, that are required of us in the
real world."
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Slot machines use a number of strategies to keep our attention and
encourage us to keep playing, these include bright flashing lights and
sounds.

They also use a variable ratio schedule of reward — the rewards are

random — this encourages you to keep playing to see if you will be
rewarded on the next go.




Likes

Likes are the main source of reinforcement
that apps provide.

The likes we get from social media, as well
as the comments and messages, create a
chemical reward that encourages us to
engage more.

Every time we go on the app, it’s like pulling
the lever on a slot machine; we could “win”
likes from our friends.

This is also what makes posting rewarding
— we know that posting a picture, a tweet,
or an article will result in engagement from
others that we find rewarding.

g
=% Cheshire
'y

= Constabulary

Yo




Lights and Colours

Screens and apps
provide lights and
colours that make
them more rewarding
and pleasing to look
at; they hold our
attention and make us
come back for more.




Uncertainty and the never
ending scroll

In gambling, the anticipation that we get when
we’re uncertain whether we’ll win can
sometimes be as chemically rewarding as the
win itself. That’s why slot machines don’t just
instantly tell you whether you’ve won or lost.
They let the wheels spin for a bit first.

In apps we have push to refresh and the wait
time for the app to update. They are a design
feature aimed at creating anticipation.
Anticipation is also why Facebook, Twitter, and
others allow you to scroll indefinitely, and why
we do sometimes end up scrolling indefinitely.
The uncertainty and anticipation of a reward
encourage you to repeat the behaviour.
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In apps we have pull to refresh
and the wait time for the app to
update. They are a design feature
aimed at creating anticipation.
Anticipation is also why
Facebook, Twitter, and others
allow you to scroll indefinitely,
and why we do sometimes end up
scrolling indefinitely. The
uncertainty and anticipation of a
reward encourage you to repeat
the behaviour.




THE SOCIAL DILEMMA MAY FINALLY

CONVINCE YOU THAT WE'RE BEING
WATCHED. MANIPULATED, AND MISLED
BY UNSCRUPULOUS PLATFORMS AND
- ATTENTION-HARVESTING ALGORITHMS.
theam M e
| mm ‘
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Thirsty — Desperate for sexual attention; hornv

Sneaky link — Termm for someone you’re hooking up with on
the slv

Clapping cheeks — Having sex

G» — Represents nudes, which are often called “noods”

e — Used when sending or receiving nudes

@ — Means “hot” in a sexual sense; a teen might comment
this on a crush’s TikTok, for example

— Desiring someone sexually (often used in response to
nudes)

o <5y — Shyv, nervous (usually in the context of flirting)

@ — Feeling naughtv or frisky

& — Butt

& — Penis

&y — Vagina

&F4 — Vvagina

el — ‘“Dump truck,’” which refers to a large and/or shapelv

bottom
— T o ejaculate
— ToOo ejaculate

Oral sex

009 ¢
|

3. & — Oral sex



3 — Means “porn” and is used because porn rhymes with
corn. It may also be simply spelled out as “corn.” See also:
corn star, corn industry.

B ] — Refers to Pornhub

P ¥% — Represents “porn star”

S () s — “Sex”

Seggs — Alternate spelling of “sex”
Leg booty — Refers to LGTBQ.

Nip nops — Nipples

Spicy eggplant — Vibrator

Accountant — Code word for being a sex worker or OnlyFans
creator. Originates from the fact that people don’t ask follow-
up questions when you say you have a steady, boring job like

an accountant.



TikTok Playvybook
-p QO @ for teachers

Developed with

cJs TikTok






Block

Report Abuse

Mute

About This Account

{ Report X Hide Your Story
|
gyoure i Copy Profile URL =
\ |
&y’reannoying » Share this Profile

Send Message -
They've been hacked

"4_4‘ Lo

Manage Notifications

Mean or inappropriate Snaps ?,ﬁ'—-ﬂ—-—-—- e S —— :————ﬁ

e

L2

Cancel

—

|

They are pretending to be me

5 |l J@ ccoe0

M( SSa( je QMS S! ap Chat C() DY link o acebo (‘1\

Hide from Discover

e —

Send Profile to...

Share Profile URL E & - @ @
& Not Report Save video Duet React
= interested
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Welcome to CEOP Education

Education from  The National Crime Agency's CEOP Education team aim to help protect children and young people from
_E_O_P the National online child sexual abuse.
Crime Agency
We do this through our education programme, providing training, resources and information to professionals
working with children, young people and their families.

| am:

A professional working with
children and young people

8-10
years old

? CLICK CEOP

Respecting me, you, us: building healthy Internct Safety

relationships and creating positive

cultures is a CEOP Education resource for Under 18 and worried about online

12 -14 year olds developed in association sexual abuse?

with clinical psychologist, Dr. Elly Hanson. To report. click to visit the CEOP Safety
Centre.




CEQP

A National
Crime Agency
command

Child Exploitation and Online Protection command

If you need to hide this site x’

quickly, just click here
Quick exit

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | make a report
to CEOP? =
If you're worried about online abuse or

the way someone has been
communicating online, let CEOP know.

What happens when |
make a report? =

One of our experienced Child Protection
Advisors will be there to make sure you
get the help that you need.

How can CEOP help
me? =

Online abuse affects many children and
young people every day, CEOP has
helped thousands of people in need of
support,




Internet e About us REPORT (sSUE  [RSSESY Q

matters.org . ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS  GUIDES & RESOURCES NEWS & OPINION SCHOOLS RESOURCES

Helping parents keep their children safe online

Supporting families online

Get expert support and practical tips to help
children benefit from connected technology and

the internet safely and smartly.

@

Internet —
| need help with an online issue

matte rs ® o rg | need to report something

| need help setting controls and privacy
settings on a child's device

Search Internet Matters

See new campaign talking to real parents
about managing children's online safety

LEARN MORE




Childline Call 08001111 0 Aboutus Vv

ONLINE, ON THE PHONE, ANYTIME

Info and advice Toolbox

ere / Home Search Childline_ 2

HOW ARE \JOU FEEL'N(}? We want to know what’s making you feel

good.
m Excellent Bad
. Post on our Good days message board
Horrible Stressed Depressed Get creative with our Art box

Plan your future

Update from Childline

Because of the coronavirus, we've had to make some changes to how Childline works. For now, you can only speak to a Childline
counsellor online or on the phone from 9am - midnight.

ADVICE RIGHT NOwW
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How can we help you?
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Report Tell us about App.ly & ' Request Feedback
register
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What's happening in your area?

Get the latest crime statistics and advice, help us with appeals for information and
find out what we're doing to tackle crime in your area.




Email or Phone Password

facebook e ———

.}‘tu.z me logged in Forgotten your passw

/
Cheshire Police
. is on Facebook.

To connect with Cheshire Police, sign up for Facebook today.

Dial 999
when there is a threat to life or
property or crime in progress.

Cheshire Police @

Government Organisation

Timeline About Photos Likes Videos Channel

PEOPLE > @ Cheshire Police
66,445 (e _ . _
Chester Officers have discovered an abandoned road roller in the middle
of Sovereign Way #iisamysiery
ABOUT >
Like Comment
The official Facebook page for Cheshire Police. This
accountis not monitored 24/7_ Visit our website at
http://’www.cheshire.police.uk/ - Cheshire Police
http://'www.cheshire.police.uk/ @ J hirs

37 yr old male arrested for drink drive on Biddulph Rd, Congleton

ADDC #Znneaafelimit
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Cheshire and North
Wales Police Dogs

@ChNWPoliceDogs

Home
Posts
Videos
Photos
About

Community

Create a Page

Y
ye Like  # Share ' Suggest Edits @ Send Message
W ‘onPnaluscnr W
It's the Blues(team) brothers. Community See al
s 17,259 people like this
S\ 18,679 people follow this
About See all

O0® 138K
oY Like

Most relevant ~

68 comments 44 shares

&> Share

[ Government organisation

See More

ﬂ Page transparency

Facebook is showing information to help you better
understand the purpose of a Page See actions taken by
the people who manage and post content

{9 Page created — 26 October 2015

People >

17,259

£nglish (U}

Poiski - Espaniol +
Portugués (Brasil) - Francais (France)

oo More -

Facebook @ 2020



| FIND MYSELF WORRYING MOST
THAT WHEN WE HAND OUR
CHILDREN PHONES WE STEAL
THEIR BOREDOM FROM THEM. AS
A RESULT, WE ARE RAISING A
GENERATION OF WRITERS WHO
WILL NEVER START WRITING,
ARTISTS WHO WILL NEVER
START DOODLING, CHEFS WHO
WILL NEVER MAKE A MESS OF
THE HITCHEN, ATHLETES WHO
WILL NEVER HICH A BALL
AGAINST A WALL, MUSICIANS
WHO WILL NEVER PICH UP THEIR
AUNT'S GUITAR AND START
STRUMMING.



	Default Section
	Slide 1: Take Control 
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 18
	Slide 19
	Slide 20
	Slide 22
	Slide 23
	Slide 24
	Slide 43
	Slide 46
	Slide 47
	Slide 48
	Slide 58
	Slide 59
	Slide 61
	Slide 63
	Slide 64
	Slide 66
	Slide 67
	Slide 69
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 87
	Slide 88
	Slide 90
	Slide 91
	Slide 92
	Slide 94
	Slide 95
	Slide 96
	Slide 98
	Slide 99
	Slide 102
	Slide 109
	Slide 110
	Slide 111
	Slide 112
	Slide 114
	Slide 115
	Slide 116
	Slide 123
	Slide 124
	Slide 125
	Slide 126
	Slide 127
	Slide 128
	Slide 130
	Slide 132: Edibles and social media 
	Slide 133
	Slide 134
	Slide 139
	Slide 140
	Slide 141
	Slide 163
	Slide 164
	Slide 165
	Slide 166
	Slide 168
	Slide 170
	Slide 171
	Slide 179
	Slide 180
	Slide 181
	Slide 182
	Slide 183
	Slide 184
	Slide 185
	Slide 186
	Slide 189
	Slide 190
	Slide 191
	Slide 192
	Slide 193
	Slide 194
	Slide 195
	Slide 198: How do children circumvent device boundaries/monitoring?
	Slide 199
	Slide 200
	Slide 201
	Slide 202
	Slide 203
	Slide 204
	Slide 205
	Slide 206
	Slide 207
	Slide 208
	Slide 209
	Slide 210: File and app hiders/vaults
	Slide 211
	Slide 212
	Slide 213
	Slide 214
	Slide 215
	Slide 216
	Slide 218
	Slide 219
	Slide 220
	Slide 221
	Slide 222
	Slide 223: Why might young people share nudes? 
	Slide 225
	Slide 226
	Slide 227
	Slide 228
	Slide 231
	Slide 241
	Slide 242: The Current Landscape
	Slide 243
	Slide 244
	Slide 245
	Slide 246
	Slide 247
	Slide 260: Voice Changers
	Slide 264: What’s happening locally?
	Slide 270
	Slide 271
	Slide 282
	Slide 283
	Slide 284
	Slide 285
	Slide 286
	Slide 287
	Slide 288

	Untitled Section
	Slide 291: It starts with us, the parents, if your child sees you on your device all the time, they will copy.
	Slide 292
	Slide 293
	Slide 294
	Slide 295
	Slide 296
	Slide 297
	Slide 298
	Slide 299
	Slide 300
	Slide 301
	Slide 302
	Slide 303
	Slide 304
	Slide 305
	Slide 306
	Slide 307
	Slide 308
	Slide 309
	Slide 310
	Slide 311
	Slide 312
	Slide 313
	Slide 314
	Slide 315
	Slide 316
	Slide 317
	Slide 318
	Slide 323
	Slide 324
	Slide 325
	Slide 326
	Slide 327
	Slide 328: No headphones, you need to hear the conversation and who your child is communicating with. 
	Slide 329
	Slide 330
	Slide 331
	Slide 332
	Slide 344
	Slide 345
	Slide 346
	Slide 347
	Slide 348: Let children be bored, this is when creativity occurs and they can find their talents.
	Slide 349
	Slide 350
	Slide 351
	Slide 352
	Slide 353
	Slide 354
	Slide 355
	Slide 357
	Slide 358
	Slide 359
	Slide 360
	Slide 361
	Slide 362
	Slide 386
	Slide 387
	Slide 388
	Slide 389
	Slide 390
	Slide 391
	Slide 392
	Slide 393
	Slide 403
	Slide 404
	Slide 405
	Slide 411
	Slide 417
	Slide 418
	Slide 420
	Slide 422
	Slide 424
	Slide 425
	Slide 426
	Slide 427
	Slide 428
	Slide 431


